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NORTH AMERICAN NUMBERING PLAN PLANNING LETTER i

Number: PL-NANP-172
Date:  April 26, 1999

From:  R. C. Breidenbaugh - NANP Administration
202 756-5779; E-mail: rose.breidenbaugh@nanpa.com

Subject: 710 Numbering Plan Area (NPA) for the U.S. Government

Lockheed Martin IMS-NANPA publishes this PL as an update of Bellcore Letter IL — 94/01-002 dated
January 3, 1994. The 710 NPA was assigned in 1983 to the U.S. Government for emergency services. The
Office of the Manager, National Communications System (OMNCS) of the United States has notified the
industry that the non-geographic 710 area code should allow unrestricted and ubiquitous access in all
international and domestic carriers for authorized users of the 710 NPA. The 710 NPA will be treated as
non-geographic with per-call compensation provided by the National Communications System (NCS).

The OMNCS notes that the 710 NPA has provided successful access to the Government Emergency
Telecommunications Service (GETS) in most U.S. local exchange and cellular/PCS networks. GETS
became operational on September 30, 1994, but the service and its dialing procedures have evolved from
the description in the Bellcore letter. To augment the information provided in the earlier letter, the
following dialing procedure also applies:

e Dialing 0/1+710-NXX-XXXX provides access to an emergency service for authorized users. The 710
NPA provides access to a tariffed service of the GETS interexchange carriers (AT&T, MCI
WorldCom, and Sprint) and the call is billed to the U.S. Government.

In order to provide universal 710 accessibility in the appropriate service mode, owners and managers
responsible for user-to-network access need to ensure their switching systems are programmed to
accommodate the 710 NPA. Accordingly, the 710 area code will be unblocked to network access,
including equal access. 710 access will be provided from any cellular/PCS phone, whether or not the
phone is subscribed in the cellular/PCS area where the call is placed.

To the extent that the above requirements are different than those previously identified by OMNCS, they
are subject to negotiation between individual service providers and OMNCS.

The OMNCS intends to achieve wide recognition for the non-geographic, government-paid status of the
710 NPA by drawing attention to this letter on the NANPA website [http://www.nanpa.com/]. Questions
concerning the 710 area code and operational questions about GETS should be directed to Mr. Frank J.
Suraci, GETS Technical Director - OMNCS, at 703-607-4800 or suracif@ncs.gov.

R. C. Breidenbaugh
North American Numbering Plan Administration
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PREFACE
The Government Emergency Telecommunications Service (GETS) provides National Security and Emergency Preparedness (NS/EP) users with a dependable and flexible switched voice and voice-band data communications service for use during periods of emergency or crisis.  GETS uses existing features and services of the public switched network (PSN) with selected NS/EP augmentations and enhancements.  The benefit of the GETS architecture allows the service to evolve and capitalize on the changing and improving technological capabilities in the PSN, thus remaining responsive to NS/EP users.

This GETS Planning Guide provides potential GETS user organizations with the necessary information to assist in the planning and implementation of GETS.  These preparations include access strategies, user procedures, and billing arrangements for GETS calls.

This guide identifies the responsibilities of GETS user organizations, facility telecommunications managers, point(s)-of-contact (POCs), and individual users.  In addition, a description of the support provided by the Office of the Manager, National Communications System (OMNCS) and the GETS Service Support is presented.  Individual user organizations are responsible for their own internal planning and preparation for GETS activation.  The actions indicated in this guide are vital for the effective implementation and use of the service.

The GETS Planning Guide provides information for personnel responsible for planning, administering, and using GETS.  This update replaces the GETS Planning Guide dated May 22, 1998.  Further GETS information is available from the OMNCS via the World Wide Web (WWW) at www.ncs.gov.  Questions concerning this document or GETS brochures and videos should be directed to the GETS Administrator at (703) 607-6118, via fax at (888) 862-4222, or via email at gets@ncs.gov. 
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1.0 INTRODUCTION

The Government Emergency Telecommunications Service (GETS) Planning Guide provides instruction for the planning, implementation, and use of GETS.
1.1
Purpose

This guide provides National Communications System (NCS) member organizations (listed in Appendix A) and other potential GETS user organizations with information on GETS, including a description of the service, the relationships of different entities supporting GETS, how GETS is administered, what needs to be done to access GETS, and user responsibilities.  This document is designed to assist in developing operational plans, implementation actions, basic access strategies, user procedures, and billing arrangements for GETS calls.

1.2
Scope

This guide provides a broad overview of GETS and addresses specific responsibilities for individuals responsible for planning and administering GETS in their user organizations.  The criteria used to identify potential GETS users is provided and the relationship of their organizations with the Office of the Manager, National Communications System (OMNCS) and the GETS providers is defined.

1.3
Background

The OMNCS is responsible for providing GETS, which enhances the National Security and Emergency Preparedness (NS/EP) telecommunications capability for GETS user organizations.  GETS user organizations are defined as any organization that:

· Is one of the 22 NCS member organizations (or any element thereof), or

· Has been sponsored by an NCS-member organization to use GETS (e.g., federal non-NCS, state and local government, industry,  and other NS/EP organizations such as the American Red Cross).


GETS provides NS/EP users with a public switched network (PSN)-based voice service that supports voice communications and voice-band data transmission, secure communications, and facsimile transmissions during periods of emergency.  The GETS architecture uses existing features and services of the PSN with selected NS/EP augmentations and enhancements.  This architecture allows GETS to continually evolve by taking advantage of the changing and improving technological capabilities in the PSN,  thereby enabling GETS to remain responsive to the changing NS/EP user needs.  GETS is to be used when a user is unable to complete emergency calls using normal or other alternative telecommunications means.


GETS achieved initial operational capability (IOC) on October 1, 1995.  Service is provided through government contracts with the GETS integration contractor (DynCorp, formerly GTE) and three major interexchange carriers (IXCs):  AT&T, MCI, and Sprint.  The architecture contains provisions for a phased implementation of priority capabilities in the IXCs, in the local exchange carriers (LECs), and in the wireless carriers. Full Operational Capability (FOC) is planned for September 2001.

GETS can be accessed nationwide and from overseas locations by using a universal access number, 1+710-NCS-GETS (see Appendix A) and a Personal Identification Number (PIN).  The integration contractor provides GETS User Assistance service and operation, administration, and maintenance support.

1.4
Organization

The GETS Planning Guide is designed to provide information for organizations interested in using GETS.  For this reason, Section 2 concentrates on the relationships between the various government offices, user organizations, and service providers.  Sections 3 through 5 focus on policy, management, operation, and implementation considerations and discuss GETS administration, facility telecommunications management, and the GETS user.


In addition to the five main sections, this Planning Guide also contains several appendices that provide detailed information about GETS.  This information includes the GETS description, categories of GETS users to assist in determining who should be designated as an authorized user, implementation checklists for user organizations, and information concerning selected enhanced call completion features which are available to the user organizations to improve their access to the PSN and GETS.  The remaining appendices provide GETS telephone numbers, reference documents, and an acronym list.

2.0  ROLES AND RESPONSIBILITIES

This section describes the missions and relationships of the organizations associated with the Government Emergency Telecommunications Service (GETS).  Figure 2-1 illustrates the relationship of the government organizations and the service providers of GETS.  It provides prospective GETS user organizations with an overview of the GETS and the organizations and personnel with GETS responsibilities.  The GETS organizational relationships are separated into the following four groups:


1)
Program Management





2)
User Organizations




3)
Service Providers





4)
Service Support
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Figure 2-1.  GETS Components

2.1
Program Management

GETS is under the program management control of the Office of the Manager, National Communications System (OMNCS).  The OMNCS management for GETS consists of a Program Management Office (PMO) which includes the GETS Administrator, a service acquisition and contract management entity, and systems engineering support.  The PMO is responsible for the overall management of GETS. 


Together with the 22 National Communications System (NCS) member organizations, the OMNCS shares a continuing responsibility to provide a responsive and fully capable National Security and Emergency Preparedness (NS/EP) telecommunications service. These mutual efforts help to ensure that GETS remains highly responsive to its user requirements and that the user organizations utilize the capabilities of GETS effectively. 

2.1.1
OMNCS

The OMNCS has the ongoing responsibility for the planning, implementation, and operation of GETS.  In performing its functions, the OMNCS coordinates and maintains NCS issuances and the necessary memorandums of agreement (MOAs) and interagency funding agreements with organizations using GETS.  MOAs must be signed by all federal organizations using GETS to acknowledge responsibility for payment of calls if the OMNCS GETS usage funding ceiling is exceeded.  MOAs are not required of state and local government, industry, and other non-federal users, as these organizations must pay for their GETS usage.  The day-to-day operation of GETS is provided by the GETS Service Support (see Section 2.4), which consists of staff members from the OMNCS, the integration contractor, and the service providers.

2.1.2
GETS Program Management Office

The GETS PMO provides the specific policy, in accordance with White House direction, for the planning, implementation, and operation of GETS.  The PMO is responsible for programming GETS funding, implementing the GETS architecture through full operational capability (FOC), working with the user organizations in the development of procedures for using GETS, establishing GETS POCs from the user organizations, and planning for future enhancements in the networks of the interexchange carriers (IXCs), local exchange carriers (LECs) and wireless carriers.  To ensure that GETS will meet the present and future needs of its users, the PMO will continue to work with the GETS user organizations in defining these needs and managing GETS operation.  The GETS Administrator within the PMO is responsible for processing GETS POC and user requests, and for overseeing all aspects of the GETS Personal Identification Number (PIN) management process. 

2.1.3
Service Acquisition and Contract Management

The OMNCS performs all acquisition planning and contract management support for the PMO in obtaining services from the IXCs and LECs via the Defense information Technology Contracting Organization (DITCO) through an integration contractor. 

2.1.4
Systems Engineering

The Network Services Division within the Defense Information Systems Agency (DISA) supports the OMNCS by providing systems engineering support to the GETS PMO in evaluating GETS requirements, specifications, service architectures and upgrades, testing and operations.  
2.2
GETS User Organizations

The 22 NCS member organizations serve as the focal point for the NS/EP user community.  These organizations and the OMNCS may sponsor other organizations to use GETS, including state and local government, industry and other organizations (i.e., American Red Cross) who have critical responsibilities in support of NS/EP functions.  These user organizations are responsible for obtaining and issuing the PINs required to access GETS, for instructing their users on the use of GETS, and for providing direction and/or guidelines.  Federal organizations must have a signed MOA with the OMNCS; non-federal organizations must formally request sponsorship and set up a Program Designator Code (PDC) for payment of GETS calls.  Federal appropriations cannot be used for payment of state and local usage.  The required letters and forms are provided in Appendix F.  Each user organization is also responsible for developing its own policies and procedures for PIN management, PIN protection, and GETS usage.  The personnel responsibilities are detailed in the following paragraphs.

2.2.1
Point(s)-of-Contact (POCs)

Each organization desiring subscription to GETS is responsible for designating a POC and alternate POC.  A POC’s responsibilities include managing GETS throughout the organization, to include controlling PINs and identifying future GETS requirements.  The POCs will interact with the OMNCS and integration contractor personnel, as well as their organization's GETS users.  Table 2-1 lists the sequence of actions that a potential POC should follow.  A GETS POC Request Form is provided in Appendix F.


Section 3 of this guide describes the basic administrative aspects of GETS for the user organization's POC.  For more information on POC activities, the GETS POC Handbook has been developed and is available to all POCs via the World Wide Web or by request from the OMNCS.

Table 2-1.  Actions for Potential GETS POC

	NCS Member Organizations
	Non-NCS Member Organizations
	Action

	
	 (
	Complete and submit the appropriate Request for Sponsorship letter

	(
	 (
	Complete and submit POC and User Request Form

	 
	 (
	Complete and Submit Program Designator Code (PDC) Request Form, where appropriate

	 
	 (
	Receive sponsorship package from OMNCS

	 (
	(
	Obtain GETS POC Handbook

	 (
	 (
	Receive and distribute GETS PINs


2.2.2
Facility Telecommunications Manager

The facility telecommunications manager's role for each user organization may vary depending on the size and type of the facilities under his/her control.  An organization may require its telecommunications manager(s) to perform numerous functions, including ordering new circuits and managing phones, lines, and other equipment.  For GETS purposes, each facility telecommunications manager is responsible for obtaining basic public switched network (PSN) interconnection for its users.  As a minimum, the requirement is to program PBXs to pass 710 calls and to allow Carrier Access Code (CAC) dialing for 710 calls.  Managers may also be required to identify optional steps that their organization may take to improve service for users.  Section 4 addresses potential activities required by facility telecommunications managers to provide access to GETS from their facility.

2.2.3
Users

GETS users consist of federal government officials and other designated individuals who have NS/EP missions and responsibilities and are provided GETS PINs through their organization.  These users may also include state and local government officials and industry representatives with an NS/EP mission.  Appendix B contains information about the types of NS/EP requirements and criteria that can be used to assist in identifying GETS users, and Section 5 discusses GETS user procedures and responsibilities. 

2.3      Service Providers

The government has contracted with three major IXCs (AT&T, MCI, and Sprint) to provide emergency telecommunication services using priority features and services of the PSN.  These carriers provide PIN access authorization for GETS access control, priority treatment and enhanced routing of calls, and other features within their networks.  The government has also contracted with an integration contractor to acquire enhanced LEC services and wireless priority features, and provide 24-hour user assistance.
2.4
GETS Service Support

The OMNCS established the GETS Service Support to provide routine day-to-day operational and technical guidance for GETS.  The OMNCS oversees the operation of the Service Support, which is comprised of personnel from the OMNCS staff and the integration contractor, who provides GETS User Assistance and Operations, Administration and Maintenance (OA&M) support.  This service support should be contacted by POCs, facility telecommunications managers, or users regarding GETS related questions, problems, or other matters by dialing the GETS User Assistance telephone number, 1+800-818-GETS (4387).  Service support can also be reached using GETS by dialing 1+703-818-GETS (4387) when prompted for a destination number.  Another option to reach GETS User Assistance is to dial the PSN number, 703-818-GETS (4387) in the local Washington, DC area, or by dialing 1+703-818-GETS (4387) outside the Washington, DC area.  The GETS Service Support provides the following assistance to GETS users:

· User assistance

· PIN and PIN card administration

· Trouble resolution

· Optional PSN interconnection strategies.

2.4.1
PIN and PIN Card Administration

The GETS Service Support provides PIN and PIN card administration for GETS users by performing the following functions:


•
Receive and review requests from the user organizations for PINs


•
Distribute PIN cards with GETS calling instructions to each user organization


•
Maintain the GETS PIN/Subscriber Database for usage analysis and reports


•
Receive PIN change information from user organizations and direct the IXCs to activate or delete PINs as required


•
Receive information on lost or compromised PIN cards reported by GETS user organizations, and direct removal of the PINs from service


•
Provide user organizations with additional PIN cards as required


•
Correlate usage and costs for each PIN in a monthly GETS Usage Report


•
Distribute GETS PIN/Subscriber Database Reports and GETS Usage Reports to POCs

· Monitor GETS usage for detection of potential fraud or abuse

· Collect and resolve GETS User Trouble Reports.

2.4.2
Trouble Resolution

The integration contractor provides assistance to the users for call completion and for trouble resolution through the GETS User Assistance telephone number. When the GETS user-reported trouble is determined to be a GETS service problem, the integration contractor will coordinate resolution with the appropriate service provider and follow up with the user as appropriate. 

2.4.3
Optional PSN Interconnection Strategies

User organizations may have special survivability or reliability requirements.  User organizations or facility telecommunications managers may request assistance from the GETS Program Management Office (PMO) to develop access strategies for specific user locations.  The OMNCS can provide on-site support for the development of a plan for improved access to the PSN.  Site-specific consultation and analysis for special access requirements can be obtained from the integration contractor through the GETS PMO, and will be funded by the requesting organization.

3.0  GOVERNMENT EMERGENCY TELECOMMUNICATIONS

SERVICE (GETS) ADMINISTRATION

This section provides user organizations with information to assist in developing and disseminating internal policies and procedures for using GETS.  National Communications System (NCS) member organizations are reminded that they may sponsor GETS user organizations, including state and local government, industry, and other organizations with National Security and Emergency Preparedness (NS/EP) functions.


Responsibility for GETS administration resides with those personnel who make NS/EP policy decisions.   The GETS point(s)-of-contact (POCs) are responsible for administering GETS procedures within their organizations.  These policies and procedures will normally be incorporated into the operational or contingency telecommunications plans of the user organization.  Each user organization is responsible for designating a POC and Alternate POC.  A POC’s responsibilities include identifying GETS users, distributing personal identification numbers (PINs), reviewing GETS Usage Reports, and identifying future GETS requirements.  It should be noted that the duties of a POC do not require a significant time commitment.  Based on the experiences of current POCs, this has been estimated to be an average of 1-4 hours per month depending on the level of GETS activity within that organization.  


The policies and procedures developed by the user organizations should cover all aspects of using GETS, including:


•
PIN management/administration


•
Operations


•
Training


•
Exercises


•
Usage reports and billing


•
Fraud and abuse.


Each of these areas is addressed in the following subsections.  This information is intended to guide user organizations in preparing for GETS implementation within their organizations.  Development of GETS operational policies and procedures specific to any user organization is the responsibility of the user organization.  Appendix C contains a summary and checklist of actions that user organizations should expect to undertake in preparing for GETS use.

3.1
PIN Management/Administration

Each GETS user requires an individual PIN to access GETS.  All PINs provided to a user organization are active and ready for immediate use.  Each user organization is responsible for determining both the number of PINs required for the initial set of users and for stockpiling (see Section 3.1.2) against contingencies and future growth.


 Each user organization is responsible for receipt and inventory of its PIN cards and the distribution of these cards to the appropriate GETS users within the organization.  GETS permits the addition of new users and the cancellation of users within 72 hours on a routine basis and within four hours on an emergency basis.  PINs have an unlimited lifetime unless compromised, at which time the PIN is canceled and will be replaced with a new one. 


In exceptional cases, user organizations may allow a GETS user to share a PIN and the GETS access procedure with someone else within the NS/EP community if an emergency warrants.  This individual is considered a temporary GETS user.  GETS User Assistance, 1+800-818-GETS (4387) and the sponsoring organization's GETS POC should be notified as soon as possible that a PIN is being shared.  This will prevent the possible termination of the PIN due to activity that may be construed as fraud by GETS monitoring systems.  Following the emergency, GETS User Assistance will cancel the shared PIN upon notification by the user organization’s POC.  The POC may issue a stockpiled PIN card or make arrangements for a new card to be issued to the original user.  The user organization should consider supplying the temporary GETS user with a PIN card if there is a continuing requirement.


PIN cards must be protected to prevent unauthorized access to GETS and fraudulent use of the service.  Each organization should develop policies and implement procedures to ensure PINs are provided adequate protection.  These organizational policies and procedures should consider the following PIN management responsibilities:


•
Developing and disseminating organization policy for the use of GETS and PIN cards


•
Reporting lost, missing, or compromised PIN cards to the GETS User Assistance number


•
Ensuring that POCs receive and distribute PIN cards to individual users


•
Instructing individual users on the use of GETS and safeguarding of the issued PIN and PIN card


•
Revalidating PINs periodically, updating user information, and canceling PINs when personnel retire, rotate, or no longer require a GETS PIN to perform NS/EP responsibilities.

3.1.1
User Information

The GETS user organization POC is responsible for providing User Requests for potential GETS users to gather information that is required to become a GETS user (available via the WWW or in Appendix F).  Once these requests have been completed by potential GETS users, the information is sent to the POC, who then forwards it to the OMNCS GETS Administrator for processing. The following information is required for each PIN:


•
Name


•
User Organization


•
Title


•
Address


•
Phone numbers


•
User-selected 4 to 9 character alphanumeric password required for verification purposes. (Please note that this is not the PIN.  See Section 5.2, GETS User Assistance, for a description of the user password.)


•
Stockpile quantity (if applicable)



•
POC name and signature certifying user’s NS/EP mission 


•
International calling required (yes/no)


This user information, which should also be retained by the user organization’s POC, is required by the GETS Service Support to allow for the association of each PIN with a specific user.  Each POC is periodically provided a copy of the data maintained in the GETS PIN/Subscriber Database of users in his/her organization. This user information is used to prepare GETS usage reports. 

3.1.2
PIN Stockpiling

User organizations may be provided with active PIN cards to be retained as stockpile.  Stockpiling ensures that the user organization has an active PIN supply available for emergency use, but requires careful control and handling. In an emergency, the PINs may be distributed by express mail, telephone (verbally), e-mail, or facsimile.

3.2
Operations

Each organization's GETS policies and procedures should address the conditions under which GETS should be used to carry out its mission.  User organizations should develop a means for periodically using issued PINs to ensure familiarity and to make sure the PIN accesses GETS.  Lost or compromised PINs and PIN cards must be reported immediately to the GETS User Assistance by either the user organization POC or the GETS user. 


As described in Section 2.4.3, some member organizations may have special survivability or reliability requirements.  Specific GETS user needs may dictate the need for additional telecommunications equipment, such as Secure Telephone Unit III (STU-III) security equipment, modems, or facsimile equipment.  These equipment needs are the responsibility of the user organization.  The NS/EP telecommunications requirements for each GETS user and facility should be carefully and periodically reviewed.  This will ensure that plans are developed and implemented to provide appropriate telecommunications equipment and effective GETS access arrangements that meet organizational NS/EP responsibilities.  User organization policies and procedures should consider the following features of GETS:


•
Users may obtain access to GETS through AT&T, MCI, Sprint, the Federal Telecommunications System (FTS2000/2001), Diplomatic Telecommunications Service (DTS), or Defense Information System Network (DISN) where implemented.


•
GETS will allow for three consecutive PIN entry attempts by users on a per-call basis.  After three unsuccessful PIN entry attempts, the caller will be disconnected.


•
GETS access in a carrier network will only be authorized  to GETS users.


•
GETS requires the use of any standard dual tone multi-frequency (DTMF) telephone (such as touch-tone) to transmit the PIN and destination telephone number.


•
For dial pulse telephones (such as rotary), GETS may be accessed through an operator, who will enter the PIN and destination number.
3.3
Training

The OMNCS distributes GETS instructional materials for the user and user organizations.  These materials are provided with the PIN cards and should be sufficient for training individual GETS users.  Each organization is encouraged to review these training materials to determine whether it is necessary to augment the instructions or modify their internal policies and procedures for handling NS/EP telecommunications.  Organizations may also need to compare the materials against site-specific calling instructions or policies.  GETS POCs may also obtain a GETS training video upon request to the OMNCS Program Management Office.

3.4
Exercises

User training may be enhanced by participation in organizational exercises.  As each organization develops exercises for its NS/EP functions, GETS should be used to support the telecommunications needs.  Such participation allows organizations to evaluate user proficiency with GETS and verify organizational GETS procedures for the use of the service in an operational environment.  Exercises using GETS should be coordinated with the OMNCS to ensure that GETS calls are not construed as fraud or abuse because of the increased volume of calls.  Upon the completion of an exercise, problems should be identified, reported to GETS User Assistance, and resolved as appropriate.  This will aid in ensuring GETS user performance in future exercises or actual NS/EP operations. 

3.5
Usage Reports and Billing

AT&T, MCI, and Sprint submit GETS monthly reports with call detail by PIN that include the destination number, origination number, time and day of call, call duration, and cost of call.  The OMNCS consolidates the interexchange carrier (IXC) reports and forwards copies to the GETS user organizations for their assigned PINs.  These reports permit each organization to identify GETS usage and costs.  In addition, a form is provided each federal or federally sponsored POC to certify the service was received.

  Funding for GETS calls is provided by the OMNCS for federal users up to a pre-assigned annual threshold.  Once the pre-assigned threshold has been exceeded, NCS member and sponsored federal organizations will be financially responsible for 

the cost of GETS calls made by their NS/EP users per the MOA signed by each federal organization.  State and local government, industry and other NS/EP approved users will be billed for all GETS calls. The cost of GETS calls is consistent with normal public switched network (PSN) long distance charges.
3.6
Fraud and Abuse

Fraud is the use of GETS either by persons who are not authorized to use the service and who have obtained access to a GETS PIN, or by hackers who may be able to circumvent the PIN access control function.  Abuse is the misuse of a PIN by a GETS user for personal or non-official business calls.  Fraud detection provides for the monitoring of GETS usage by the IXCs and GETS Service Support to identify suspected inappropriate use of GETS.  Carriers providing access control have the capability to monitor and report unusual GETS usage to the integration contractor, who reports suspected cases of fraud to the government (POC and/or OMNCS GETS Program Office) for evaluation and initiation of appropriate action.  GETS Usage Reports are provided monthly to each POC to permit examination of usage.  Each user organization should use internal measures and the GETS Usage Reports (Call Detail Records) provided from the integration contractor to determine if the number of GETS calls is reasonable, to consider operational requirements, and to identify users who may be misusing or abusing the service.  GETS user organization fraud and abuse responsibilities are as follows:


•
Establish a GETS POC and Alternate POC within the user organization to assist the GETS Service Support Structure in detecting and resolving suspected fraud and abuse


•
Develop and institute internal procedures defining organizational policy for safeguarding PINs and PIN cards


•
Control and distribute PIN cards to authorized users 


•
Review fraud and abuse detection procedures periodically and implement any required changes.
4.0  FACILITY TELECOMMUNICATIONS MANAGEMENT

This section provides information on obtaining basic access to the Government Emergency Telecommunications Service (GETS).  It also identifies optional steps organizations may take to improve GETS access.  Access to the public switched network (PSN) and to the local exchange carrier (LEC) end office is the responsibility of the GETS user organization and must be addressed for each location where GETS users are expected to perform National Security and Emergency Preparedness (NS/EP) functions.  The following basic equipment must be available at each location and be provided by the GETS user organization:


•
Basic telephone service, including a connection to the LEC end office 


•
Modification to the private branch exchange (PBX) or Central office exchange (Centrex) service to recognize the GETS North American Numbering Plan (NANP) Code (710) and interexchange carrier (IXC) carrier access codes (CAC)


•
Toll restricted trunks from government facilities to the LEC must exempt the 710 NANP Code from the toll restrictions as is done with toll free NANP Codes (e.g., 800 and 888)


•
Basic telecommunications equipment or special telecommunications equipment, such as a Secure Telephone Unit-III (STU‑III), cellular/Personal Communications Service (PCS) phones, data modem, or facsimile device, if required.

4.1
Basic GETS Access

Access to GETS is possible through standard PSN access arrangements.  GETS can be accessed from a telephone service connected directly to a LEC end office, cellular service, personal communications service (PCS), or from telephones connected to the PSN through a PBX or Centrex, as shown in Figure 4-1.  In addition to these normal PSN access methods, Federal Telecommunications System 2000/2001 (FTS2000/2001), Diplomatic Telecommunications Service (DTS),  and Defense Information System Network (DISN) provide alternatives for access to GETS for government GETS users.  The GETS access requirements for user sites are described below.  These requirements are expected to add no additional cost to the GETS user.
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Figure 4-1.  GETS Access to the PSN

4.1.1
Access from Private and Public Telephones

Private residence telephones, public pay phones, and many business and government phones are connected directly to a LEC end office.  If the user of one of these telephones experiences dial tone delay during call congestion, the wait for dial tone can be minimized by staying off-hook, rather than hanging up and trying again.  Remaining off-hook prevents interruption of the LEC's dial tone queuing process and provides dial tone in turn to the customer who has been off-hook for the longest period of time.   


It should be noted that most pay phones will accept GETS calls following the procedures set forth in Section 5.1, but some non-LEC owned pay phones may not.  In those cases, GETS User Assistance should be contacted at 1+800-818-GETS (4387) for special instructions to complete the NS/EP call.  





4.1.2
Access from PBXs and Centrexes

A PBX or Centrex switching system provides customized telephone service for an office, building, or facility.  The PBX or Centrex service is connected to the LEC end office via trunks.  These systems may also provide users access to other networks, such as FTS, DTS, and DISN.  Access from a PBX or Centrex is gained when the user dials the appropriate local access code (e.g., dial 8, 9, 94, etc.).   A PBX or Centrex service may provide the additional benefit of call queuing while waiting for a dial tone.  Also, to ensure incoming NS/EP calls are promptly answered, these systems can be configured to route calls to a busy NS/EP telephone to an alternate answering position (rollover).  GETS access through a PBX or Centrex requires the following:


•
The GETS 710 North American Numbering Plan (NANP) code must be opened (see Appendix D, Bellcore Letter).

•
A switching system with priority class of service programmed to recognize NS/EP stations and provide immediate dial tone.

•
All telephones that use GETS must be able to access the LEC end office without blocking or toll restriction on the 710 NANP Code similar to 800 toll/free.

•
All telephones designated to use GETS must be able to dial CACs (i.e., 1010288 for AT&T, 1010222 for MCI, and 1010333 for Sprint.  For example:  receive outside line dial tone, then dial 1010288+1+710-NCS-GETS (627-4387) to reach AT&T when pre-subscribed to another long distance carrier).



The following recommendations apply to those PBXs and Centrexes that provide "second dial tone," collect (and "buffer") the customer's dialed digits, and transmit them to the central office (or other) switch:


•
For PBXs and Centrexes that provide second dial tone and have "ground start" capability, the time-out interval in waiting for dial tone from a central office should be set to a minimum of 10 seconds.


•
For PBXs and Centrexes with ground start capability, upon time-out waiting for central office dial tone, the switching system should attempt other routes if possible.


•
PBXs and Centrexes that buffer digits and do not have ground start capability should be modified to have this feature.


•
GETS users should wait for the first dial tone; if the PBX or Centrex collects all digits before seizing an access trunk, customers again should wait after dialing their digits for the call to be completed.


Each facility telecommunications manager should advise GETS users concerning the access procedures for their facility's customized switching system.

4.1.3
Access from Cellular/PCS Communications

Cellular/PCS communications is an evolving technology that has major implications for GETS and its users and has proven its capabilities to support NS/EP users during emergencies.  NS/EP users should be able to access GETS through most Mobile Switching Centers (MSCs), however, cellular/PCS technology is not without limitations.  Access and egress is not yet available ubiquitously across the US.  Most problems are experienced while “roaming” out of the home area.


In the event that GETS users are unable to complete a 710 call via a cellular/PCS network, they are encouraged to dial “*611” (the universal cellular customer service number) to obtain the reason why the 710 call was not completed by the cellular carrier.  Users are encouraged to report the problem and results of the “*611” call to GETS User Assistance for follow-up and resolution. In those cases, GETS User Assistance should be contacted at 1+800-818-GETS (4387) for special instructions to complete the NS/EP call. 


Additionally, GETS user organizations should develop their own policies and procedures for the use of cellular/PCS telephones by their users for NS/EP purposes.

4.1.4
Access from Government Networks  


FTS:   GETS interoperability with FTS2000/2001 permits GETS users to dial 1+710-NCS-GETS (627-4387), which then routes the call to the FTS2000 carriers (AT&T or Sprint/2001 carriers (MCI or Sprint) for GETS user authentication and call completion.   GETS users supported by this network benefit by having an additional access route to GETS.


DTS:  GETS can be accessed from DTS.  The user dials the post PBX access code to reach the DTS International Voice Gateway, and after receiving a dial tone, dials 96 (the DTS PSN access code); dials 1; dials the Universal Access Number, 1+710-NCS-GETS (627-4387), and after receiving a tone, enters the PIN.  After the prompt, the user enters the destination number.


DISN:  GETS can be accessed from DISN.  The user dials the DISN access code (i.e., 94) followed by 710-NCS-GETS (627-4387).  The call is routed off-net to a GETS LEC enhanced end office for subsequent GETS call processing.

4.2
Optional PSN Enhancements

GETS user organizations are encouraged to consider a number of optional enhancements for improving user access to the PSN and GETS if special survivability or reliability requirements exist.  Although these optional enhancements are not necessary to use GETS, they will improve the probability of reaching an end office or obtaining dial tone after damage has occurred to the network or during severe network congestion.  The GETS Service Support provides on-site support, at the member organization’s request, for the development of a plan for improved access to GETS.  Requests for special site-specific analysis and planning for optional features should be submitted to the GETS integration contractor, via the GETS PMO, and are expected to be funded by the requesting organization.  

4.2.1
Telecommunications Service Priority (TSP)

The TSP System is the regulatory, administrative, and operational system authorizing priority restoration for NS/EP services with priority level assignments.  TSP may be acquired for critical access lines to ensure priority restoration in the event of damage.  NS/EP organizations may request TSP from IXCs, LECs, or cellular carriers.  Additional information on TSP is contained in the Telecommunications Service Priority (TSP) System for National Security and Emergency Preparedness (NS/EP):  Service User Manual, available from the OMNCS and the NCS Home Page, www.ncs.gov.

4.2.2
Enhanced Call Completion (ECC)

ECC features are a set of network services that increase the probability that a GETS user will complete a call.  Appendix E of this guide contains a description of several ECC features that may be obtained to enhance GETS call completion.  The ECC alternatives for GETS may be divided into the following two enhancement categories:

Local Loop Improvements.  Local loop improvements include several routing alternatives.  Organizations with critical NS/EP requirements for specific users or facilities should consider acquiring diverse routing or dual homing from the PBX to the normal LEC end office or to a second end office.  Both services would provide trunking over more than one route to an end office(s).  A critical user may desire direct access lines that bypass the PBX altogether and provide dial tone directly from the end office.

Dial Tone Access Improvements.  Essential Line Service (ELS) is generally available from LECs and provides dial tone on a priority basis to lines marked in the PSN switch.  One of the key factors in mitigating potential dial tone delay by using ELS is having GETS users assigned to stored program control switches.  These control switches are available in nearly all metropolitan areas.  ELS may also be known as Dial Tone Priority, Essential Service List, or Essential Service Protection.  NCS Notice 3-0-1, "Essential Line Service," recommends that NCS member organizations consider obtaining ELS for their NS/EP switched voice requirements.  A copy of the NCS Notice may be requested from the OMNCS.

5.0  USER CALL-RELATED RESPONSIBILITIES

This section describes the call-related responsibilities of the Government Emergency Telecommunications Service (GETS) user.  These responsibilities include understanding how to place a GETS call, how to report trouble on a GETS call, and how to properly safeguard the Personal Identification Number (PIN) and PIN card.  GETS users are defined in greater detail in Section 2 and Appendix B.  Each GETS user is issued a PIN card imprinted with a summary of GETS calling procedures and the GETS Users Pocket Guide.

5.1
GETS Call Procedures
GETS is an emergency telecommunications service that should be used only when a user is unable to complete emergency calls through normal or alternate telecommunications means.  This service is available nationwide and from overseas locations through the GETS universal access number, 1+710-NCS-GETS (627-4387), and user authorization is accomplished through the use of a PIN.  The interexchange carriers (IXCs) complete the call using existing public switched network (PSN) facilities in conjunction with any government-acquired enhancements to the PSN.  The following subsections discuss the GETS dialing and call setup procedures for touch-tone and rotary telephones, and for international calling.

5.1.1
Touch-tone Telephone
The GETS user must first access the PSN to use GETS.  With dual tone multi-frequency (DTMF) or touch-tone telephones, and a connection to the local exchange carrier (LEC) end office, the user dials the GETS universal access number.  Upon reaching the IXC, GETS access control provides a tone prompt, after which the user enters his/her assigned PIN.  A subsequent voice announcement asks the user to dial the desired destination number (area code + number).  The IXC checks the PIN and, if valid, processes the call.  The caller is allowed three PIN entry attempts per call to accommodate misdialed digits.  If the PIN validation fails after three attempts, the caller is disconnected.  Figure 5-1 outlines touch-tone telephone calling procedures and how the call interfaces with elements of the PSN.  
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Figure 5-1.  Touch-tone Calling Procedures and Interface with PSN

5.1.1.1    PBX/Centrex

If the GETS user is at a station behind a private branch exchange (PBX) or Centrex, the user will be required to dial a network trunk access code (e.g., dial 8 or 9) to reach the PSN and then dial the GETS universal access number. 

5.1.1.2 IXC Access

If the GETS user is not pre-subscribed to one of the IXCs that supports GETS or desires to use a carrier other than the pre-subscribed carrier, the GETS user must dial a 

carrier access code (CAC) (i.e., 1010288 for AT&T, 1010222 for MCI, and 1010333 for Sprint) before the GETS universal access number.  The GETS user should try another IXC if unable to complete the call using the first IXC.

5.1.1.3     Other Government Services

At those government locations supported by a government telecommunication service, such as the FTS, DTS or DISN, the GETS user should follow normal service procedures to use the service and then dial the GETS universal access number.  This may require dialing a network trunk access code (e.g., 8 or 9) if the station is behind a PBX or Centrex.  The government service normally will provide pre-subscribed access to one of the IXCs and the GETS user would not need to use CACs to redirect the call to another IXC unless unable to complete the call.

5.1.2
Rotary Telephones
To access GETS from a rotary dial telephone in the United States, use local procedures to reach an outside line.  Listen for the dial tone and then dial 1, followed by the Universal Access Number, 710-NCS-GETS (627-4387).  Wait for the GETS Operator, then provide the operator with the GETS PIN and destination number.  If you are unsuccessful in reaching the Operator, you need to dial a carrier access code (CAC):  1010222 for MCI or 1010333 for Sprint (AT&T operator service is not currently available).  Listen for the dial tone, dial the CAC for MCI or Sprint, and 1 + 710-NCS-GETS (627-4387).  If you are still unsuccessful, dial GETS User Assistance at 1+800-818-GETS (4387).   Please note that if you are using a tone dialer with a rotary dial phone, you should follow the steps for the appropriate touch tone access.  Figure 5-2 outlines Rotary Calling Procedures and how the call interfaces with elements of the PSN.
5.1.3
International Calling

GETS provides international direct dial service between the United States and foreign countries.  To use the international direct dial service, GETS users must have international calling privileges for their PIN.  International calls are placed by following the normal GETS access procedures (Dial 1 + 710-627-4387 and enter the PIN following the tone) and dialing the international access code (IAC) + Country Code (CC) + the National Number (NN) as the destination number.  The privilege also provides calling from international locations to other international and U.S. destinations.  International direct dial privileges are not required when calling countries included in the North American Numbering Plan (NANP) and can be reached by dialing the area code and the destination number.  Countries included in the NANP are the United States and its territories, Canada, Bermuda, and many Caribbean nations, including, Anguilla, Antigua and Barbuda, Bahamas, Barbados, British Virgin Islands, Cayman Islands, Dominica, Dominican Republic, Grenada, Jamaica, Montserrat, St. Kitts and Nevis, St. Lucia, St. Vincent and the Grenadines, Trinidad and Tobago, and Turks and Caicos.

No significant problems exist in placing GETS international calls, although some foreign administrations or public telephone operators may block 710 access for a political, economic, or technical reason.




Figure 5-2.  Rotary Calling Procedures and Interface with PSN

Figure 5-2.  Rotary Calling Procedures and Interface with PSN

GETS is also accessible through alternatives such as the Defense Information System Network (DISN), Diplomatic Telecommunications Service (DTS), Federal Telecommunications System 2000/2001 (FTS2000/2001), Inmarsat, and the IXC services (AT&T Direct® and MCI WorldPhone().  These dialing procedures are tabulated in the GETS Users Pocket Guide which is provided with the users PIN card.
Although there is no charge to federal GETS users for US users' calls, GETS should be aware that calls made from international locations may incur charges from the international post, telephone, and telegraph company’s (PTT) point-of-presence to the point-of-entry in the U.S. international gateway.
5.2
GETS User Assistance

The GETS Program has established a GETS User Assistance number, 1+800-818-GETS (4387) or 1+703-818-GETS (4387), to provide support for the GETS user, from dialing instructions to trouble reporting.  User Assistance can also be accessed using GETS by entering 1+710-818-GETS (4387) when prompted for your destination number.  The GETS user should report any GETS-related troubles or call completion problems to User Assistance.  The user should provide complete details, including the dialed digits, announcements received, and specific difficulties encountered.  This information will permit User Assistance to determine where the call failed so that the trouble may be referred to the appropriate source for correction and to provide additional guidance to the user for call completion.  When appropriate, User Assistance will report trouble clearance back to the reporting GETS user.

In addition to the PIN, a password will be required for certain interactions with User Assistance.  This password provides the capability to verify the identity of the caller.  The password will be composed of four to nine alphabetic and/or numeric characters (e.g., EAGLE3, AUNTMARY, 17SEP63) chosen, in most cases, by the individual user so that it is unique and can be easily remembered.

5.3
PIN and PIN Card Custody and Use
The GETS user is required to become familiar with the GETS operation and to safeguard the issued PIN, the associated PIN card, and the password.  Normally, a PIN card will be provided to the authorized user by his/her POC, along with a GETS Users Pocket Guide.  The back of the PIN card contains the basic GETS calling procedures.  See Figure 5-3 for an example of PIN card information, both front and back

A new GETS user may be established at any time.  The user organization POC may request PINS following normal procedures or, under urgent conditions, may assign a PIN (and a pre-arranged password) from its stockpile.  This may be done via telephone with a later delivery of the PIN card.  In an emergency, if a GETS user determines that the National Security and Emergency Preparedness (NS/EP) situation requires that a PIN be shared with someone within the NS/EP community, his/her PIN and password may be shared.  User Assistance and the User's point(s)-of-contact (POC) should be notified as soon as possible. 


Because of the potential for fraud, a user must immediately report a lost or compromised PIN or PIN card directly to the User Assistance number and follow up with a report to the user's POC.  If it becomes necessary to refer to the PIN, use only the first eight digits.  The first eight digits of the PIN are unique for the user and are adequate for identification, however, all 12 digits are required to access GETS.
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Figure 5-3.  GETS PIN Card (Example)

APPENDIX A

GOVERNMENT EMERGENCY TELECOMMUNICATIONS SERVICE (GETS) DESCRIPTION

The Government Emergency Telecommunications Service (GETS) supports national security and emergency preparedness (NS/EP) requirements for the use of public, defense, or federal telephone networks by government departments, agencies, and other authorized users. Developed in response to White House tasking, GETS provides authenticated access, enhanced routing, and priority treatment in local and long-distance telephone networks. GETS access is through a simple dialing plan and personal identification number (PIN). 

GETS is designed and maintained in a constant state of readiness to make maximum use of all available telephone resources should outages occur during an emergency or crisis. 

GETS uses three major types of networks: 

· The major long-distance networks provided by interexchange carriers (IXCs) - AT&T, MCI, and Sprint – including their international services. 

· The local networks provided by local exchange carriers (LECs) and wireless      carriers.

· Government-leased networks, including the Federal Telecommunications System (FTS2000/2001), the Defense Information System Network (DISN), and the Diplomatic Telecommunications Service (DTS). 

GETS is accessed through a universal access number using common telephone equipment such as a standard desk set, STU-III, facsimile, modem, or cellular phone/Personal Communications Service (PCS). A prompt will direct the entry of a PIN and the destination telephone number.  Once the caller has been authenticated as a valid user, the call is identified as an NS/EP call and receives enhanced routing and priority treatment. 

GETS has been designed to ensure that only authorized users access the service through the distribution, use, and control of PINs. The GETS user will be provided with a unique PIN that must be used to access the service. After the universal access number has been dialed, the GETS user will be prompted to enter a PIN and destination number. If the access control system fails, the call will be processed and allowed to complete. PINs can be deactivated for fraud or abuse.

GETS traffic receives priority treatment over normal traffic through: 

· Controls such as trunk queuing or trunk reservation
· Exemption from restrictive network management controls that are used to reduce network congestion
· High Probability of Completion Standard (ANSI T1.631-1993) application to provide: 


(    NS/EP identification


(    Priority signaling
These features enhance the capability of NS/EP calls to be completed in congested networks. GETS will not preempt public traffic, nor are there levels of precedence in GETS. 

GETS can be used to place or receive international calls. You can also access GETS through FTS2000/2001, DTS or DISN circuits by first accessing these circuits and then entering the universal access number.

How do you become a subscriber?

If you are a member of the federal government, military or civilian, and you have requirements for emergency telephone services, contact your organization's GETS Point of Contact or the GETS Program Management Office for further information on becoming a subscriber.  Non-NCS federal organizations, state and local governments, and other subscribers must be sponsored by the OMNCS or an NCS member organization*.

Visit the NCS Home Page for the latest information on GETS – www.ncs.gov.

*NCS MEMBER ORGANIZATIONS



APPENDIX B

GOVERNMENT EMERGENCY TELECOMMUNICATIONS SERVICE (GETS) USERS

This appendix is to be used by GETS user organizations to assist in determining those individuals within their organization who may qualify as a GETS user.  It is intended to guide the user organization in selecting their GETS users and is derived from NCS Manual 3-1-1, "Telecommunications Service Priority (TSP) System for National Security and Emergency Preparedness (NS/EP): Service User Manual," July 9, 1990.

1.  National Security Leadership

This user performs NS/EP functions essential to national survival when nuclear attack threatens or occurs.  In addition, this user provides support to critical orderwire and control services necessary to ensure the rapid and efficient provisioning or restoration of other NS/EP services.  These user functions may include the following:


A.
Critical orderwire or control service supporting other NS/EP functions


B.
Presidential support critical to continuity of government and national security leadership


C.
National Command Authority support for military command and control critical to national survival 


D.
Intelligence critical to warning of potentially catastrophic attack


E.
Support for the conduct of diplomatic negotiations critical to arresting or limiting hostilities.

2.  National Security Posture and U.S. Population Attack Warning 


This user type performs additional NS/EP functions essential to maintaining an optimum defense, diplomatic, or continuity of government posture before, during, and after crisis situations.  Such situations are those ranging from national emergencies to international crises, including nuclear attack.  These user functions may include the following:

A.
Threat assessment and attack warning



B.
Conduct of diplomacy


C.
Collection, processing, and dissemination of intelligence


D.
Command and control of military forces



E.
Military mobilization


F.
Continuity of federal government before, during, and after crisis situations


G.
Continuity of state and local government functions supporting the federal government during and after national emergencies


H.
Recovery of critical national functions after crisis situations


I.
National space operations.

3.  Public Health, Safety, and Maintenance of Law and Order

This user type performs NS/EP functions necessary for giving civil alert to the U.S. population by maintaining law and order and the health and safety of the U.S. population in times of national, regional, or serious local emergency.  These user functions may include the following:


A.
Population warning (other than attack warning)


B.
Law enforcement


C.
Continuity of critical state and local government functions (other than support of the federal government during and after national emergencies)


D.
Hospitals and distribution of medical supplies


E.
Critical logistic functions and public utility services


F.
Civil air traffic control


G.
Military assistance to civil authorities


H.
Defense and protection of critical industrial facilities


I.
Critical weather services


J.
Transportation to accomplish foregoing NS/EP functions.
4.  Public Welfare and Maintenance of National Economic Posture 


This user type performs NS/EP functions necessary for maintaining the public welfare and national economic posture during any national or regional emergency.  These user functions may include the following:


A.
Distribution of food and other essential supplies


B.
Maintenance of national monetary, credit, and financial systems


C.
Maintenance of price, wage, rent, and salary stabilization, and consumer rationing programs


D.
Control of production and distribution of strategic materials and energy supplies


E.
Prevention and control of environmental hazards or damage


F.
Transportation to accomplish the foregoing NS/EP functions.
5.  Disaster Recovery

This user type performs NS/EP functions of managing a variety of recovery operations after the initial response has been accomplished. These user functions may include the following:


A.  Managing medical resources such as supplies, personnel, or patients in medical facilities.


B.  Other activities such as coordination to establish and stock shelters, to obtain detailed damage assessments, or to support key disaster field office personnel may be included.  Examples of those eligible include:
· Medical recovery operations leadership

· Detailed damage assessment leadership

· Disaster shelter coordination and management

· Critical Disaster Field Office support personnel
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APPENDIX C

ACTIONS FOR GOVERNMENT EMERGENCY TELECOMMUNICATIONS SERVICE (GETS) USER ORGANIZATIONS

1.  GETS User Organization Actions

Following is a step-by-step process for organizations interested in subscribing to GETS.  Suggested actions for other areas involved with GETS, including Operations, Facility Telecommunications, and Users are also provided.

· Designate point(s)-of-contact (POC) for PIN management

· Complete the appropriate Request for Sponsorship letter (see Appendix F).  Fax to number provided on letter*

· Complete POC and User Requests (see Appendix F).

· Receive sponsorship package from OMNCS.  For Non-federal organizations, this includes establishing a billing account*

· Obtain GETS POC Handbook

· Determine initial number of PINs required (include stockpile).  Stockpile cards are active cards kept on reserve by POCs for emergency purposes.  It is recommended that each POC hold some stockpile cards.  Follow detailed instructions in the GETS POC Handbook to order PIN cards for GETS users.

· Receive, inventory, and distribute GETS PIN cards to users

· Provide adequate security for PIN cards to prevent unauthorized access to GETS and the fraudulent use of the service

· Federal organizations are required to prepare and sign a Memorandum of Agreement (MOA) with the OMNCS (see sample MOA in Appendix F)

· Develop policies and procedures to report PIN troubles and lost or compromised PIN cards to the User Assistance desk

· Request additional PIN cards as required

· Identify special or new National Security and Emergency Preparedness (NS/EP calling requirements

*These steps are not required for NCS Member Organizations.

A.  Operations Actions
· Develop policies and procedures addressing conditions for GETS usage
· Develop means for conducting periodic tests of each assigned active GETS PIN
· Develop procedures for receiving and processing monthly GETS usage and billing reports
· Develop procedures for processing cases of potential fraud or abuse of service
· Receive GETS user training materials from the GETS Service Support

Structure
· Review training materials and augment as necessary to adapt to individual organization policies, procedures, and site-specific instructions
· Establish means of conducting periodic user calls to ensure familiarity with GETS calling procedures (e.g., cellular/PCS, operations center, office, residences, etc.) as required
· Establish procedures for ensuring participation in organizational and national exercises
· Identify and plan for the use of GETS in organizational or national exercises
B.  Facility Telecommunications Manager Actions
· Determine requirements for providing telephone service and public switch network (PSN)/GETS access to the local exchange carrier (LEC) end office
· Provide basic telephone service to include the telephone set and a connection to the LEC end office
· Modify, as necessary, PBX or Centrex service to: 

 



 
- Recognize the GETS access code (710) and carrier access codes (CACs)


 
- Program PBX/Centrex with priority class of service to recognize GETS stations and provide immediate dial tone


 
- Enable all stations that will use GETS to access the LEC end office (no PBX/Centrex blocking or toll restrictions on the 710 NPA Code)


 
- Enable all stations that will use GETS to dial CACs (i.e., 1010288 for AT&T, 1010222 for MCI, and 1010333 for Sprint).  Note: may have to limit CACs to only work with 710 NPA


 
- Designate the PBX/Centrex trunk appearance in applicable LEC end offices as an essential line service


 
- Set the time interval in waiting for dial tone from a central office to at least 10 seconds for PBXs and Centrexes that use ground start


 
- Modify PBX/Centrex that buffer digits and do not have ground start, to have the ground start feature
· Provide special telecommunications equipment, such as Secure Telephone Unit III (STU III), data modems, cellular phones, or facsimile devices
· Determine and provide optional GETS access enhancements for users within their organization
C.  GETS User Actions
· Become familiar with GETS policies and procedures through review of GETS information and OMNCS training materials
· Receive and safeguard individual PIN/PIN card in accordance with user organization procedures
· Report lost or compromised PIN/PIN card to the GETS User Assistance desk and the user organization’s POC
· Report any calling problems or changes in the user’s pertinent personal information (e.g., phone number, address) to the GETS User Assistance
· Use GETS for NS/EP crisis operations in accordance with user organization policy   
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APPENDIX E

ENHANCED CALL COMPLETION (ECC) FEATURES

AVAILABLE TO SUPPLEMENT GOVERNMENT EMERGENCY TELECOMMUNICATIONS SERVICE (GETS) USE


This appendix contains a table of optional Enhanced Call Completion features for accessing GETS and a brief description of those features and capabilities.

ECC FEATURES 
        SERVICE





FEATURE

Network Wide Services


1.
Presubscription Override

Local Exchange Carrier


2.
Priority Dial Tone

(LEC) Services







3.
Local Exchange Carrier Bypass








4.
Diverse Routing (LEC)








5.
Diverse PSN Access and Egress from          Cellular System

Multiple Homing Services


6.
Dual Hosting {LEC/Interexchange 









Carrier (IXC)}








7.
Dual Homing (IXC)








8.
Dual Homing (LEC)

ECC FEATURES AND CAPABILITIES DESCRIPTION

1.
Presubscription Override

 Equal access provides long distance customers the option of presubscribing to one interexchange carrier (IXC) as their primary interexchange carrier for inter-local access and transport area (inter-LATA) calls.  Long distance calls dialed by the customer who has presubscribed to an IXC will be routed automatically to that IXC.  The customer can override the presubscription by indicating on a per-call basis that a different IXC is desired.  Each IXC that subscribes to equal access has been assigned a carrier access code that consists of digits 1010 plus a unique three-digit carrier identification code.  Customers can elect, on a per-call basis, to manually override their presubscription by dialing the carrier access code for a different GETS IXC (1010288 for AT&T, 1010222 for MCI, or 1010333 for Sprint) to carry that particular call.  This capability is useful when the customer's presubscribed carrier is unable to complete the call.  This feature, which is essential for the current GETS architecture, is available to all subscribers where the local switching system can provide equal access to the IXCs.  

2.  Priority Dial Tone

The priority dial tone feature improves the likelihood that essential or critical users receive a dial tone during switch overloads or network congestion.  This feature is available in many versions of local central office switching systems under the names of line load control (LLC) and/or essential service protection (ESP).  LLC and ESP use markedly different methods of operation, which are identified below.


During periods of long dial tone delays, LLC denies a dial tone to certain groups of lines to relieve switch congestion.  As dial tone delays subside, a fraction of the denied lines is returned to service.  As service further improves, all lines are eventually returned to service.  Even with this restrictive treatment of nonessential users, dial tone delays experienced by essential lines can still be long, and the throughput of the system can be degraded.


ESP in modern switches allows the microprocessor that performs line scanning to identify call origination from a line marked as ESP.  During periods of congestion and dial tone delay, attempts from such lines are placed in a priority queue that is handled before the normal dial tone queue.  In ESP-equipped offices, dial tone attempts are also handled on a last in, first out basis.  This strategy was introduced in modern switches to mitigate the abnormally high level of ineffective call attempts caused by customers dialing before receiving a dial tone, which results in partial dials.  While call-in-progress work, such as digit analysis and network connections and disconnects, is done at an even higher priority level, all requests originating from the ESP queue are served before the non-ESP call attempts in a lower level queue.  In general, if the total number of ESP-equipped lines and their resultant calls is modest (less than 15 percent of office capacity), ESP calls during overloads and congestion are provided excellent dial tone results and non-ESP calls are only minimally affected.


NS/EP callers with critical response roles during national emergencies who require the use of the PSN could benefit by being assigned an ESP line.  Often during emergencies, dial tone resources are strained or delayed because of local or focused calling.  With ESP, the probability of obtaining timely dial tone is greatly enhanced.  Not all carriers provide or are equipped to provide ESP.  The assignment of specific customers to ESP is available in certain local central offices and is a telephone company prerogative.  Generally, if customers perform critical emergency functions, they could qualify for ESP.  To obtain ESP from a local telephone company, critical government users should call their facility telecommunications manager who will contact their LEC marketing or business office and determine the availability of ESP in their serving area.  Currently, there is no charge for the service by most service vendors.  

3.  Local Exchange Carrier Bypass

Bypass of the local exchange portion of the PSN has been available for several years and in many forms.  The government and large corporations purchase or lease facilities for networks that directly connect various locations to provide communications between communities of interest.  For the GETS user, this could mean bypassing of the end office and direct connection to the IXC network.  This feature provides direct access to the IXC, is applicable for only very critical sites, is based on availability of trunks and alternate routes, and may be very costly.

4.  Diverse Routing (LEC)

Diverse routing of circuits is a tariffed feature that may be used to enhance survivability of a customer's connection to a private network or the PSN.  Diverse routing can be provided for a customer who has two or more circuits serving a location and wants them to be provided over physically separated (diverse) facility routes.  The ability of a vendor to provide diverse routing depends on the availability of separated facility routes.  Diverse routing could be used to advantage by a GETS user to switch service to a second route if the primary route fails.  This feature, depicted in Figure E-1, will be implementation dependent and the costs will vary from minimal to expensive.
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Figure E-1.  Diverse Routing (LEC)

5.  Diverse PSN Access and Egress from Cellular Systems

A feature by which direct access and egress connectivity to the PSN can be provided by interconnecting the cellular system mobile telephone switching offices (MTSOs) directly to end office, access tandem, or IXC switches.  This capability allows cellular originated calls to be routed around a failed network node or routed directly to an IXC switch for designated traffic.


Network access diversity also exists to route specifically identified subscribers' calls to private or special purpose networks [e.g., Defense Information System Network (DISN), Federal Telecommunications System 2000/2001 (FTS2000/2001)].  As cellular systems are linked through "seamless" cellular networks, additional call setup and routing paths will be available to the cellular user.  This feature increases the robustness of cellular systems and is cost dependent on implementation.

6.  Dual Hosting (LEC/IXC)

Dual hosting implies the connection of a lower level switch in the hierarchy of a switched network to two other switches of a higher level in the same switched network.  This arrangement allows forwarding of originating traffic from the lower level switch into the network through either of the two higher level switches.  Dual hosting can enhance survivability by providing two points of access to the network from the lower level switch because if one switch would fail, service would be available through the other switch.  Dual hosting could be employed for NS/EP communications by connecting Centrexes that serve GETS users to two access tandems or to two IXC switches for outgoing traffic.  Another possibility would be to connect private branch exchanges (PBXs) that serve GETS users to two
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Figure E-2.  Dual Hosting (LEC/IXC)

7.  Dual Homing (IXC)

Dual homing is similar to dual hosting in that it also implies the connection of a lower level switch in the hierarchy of a switched network to two other switches of a higher level in the same switched network for survivability purposes.  The difference is that dual homing provides for the passing of traffic incoming from the network through either of the higher level switches to the lower level switch using a single telephone number address.  This service requires special traffic routing capability that is currently available in IXC networks.  An example of the service is the provisioning of diverse connections from IXC switches to Centrexes or to PBXs that serve GETS users.  Diverse routing and dual hosting on IXC switches would ordinarily be provided in conjunction with dual homing.  It should be noted that many LEC routing programs do not have dual homing capabilities and, where this capability is available, it may be very costly.  This feature is depicted in Figure E-3.
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Figure E-3.  Dual Homing (IXC)
8.  Dual Homing (LEC)

Dual homing in an LEC network would be a survivability and reliability arrangement wherein the user service connection to the PSN would be provided at two separate end offices for traffic incoming from the network to a customer's PBX using a single telephone number address.  Diverse routing and dual hosting would ordinarily be provided in conjunction with dual homing of a PBX on LEC end offices.  Costs would vary according to the particular situation and the providing vendor.

APPENDIX F

LETTERS/FORMS
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(Sample State and Local request for GETS Sponsorship)
Date:

To:
GETS ADMINISTRATOR


Office of the Manager, National Communications System (OMNCS) - N2


701 South Court House Road


Arlington, VA 22204-2198

Re:
Request for GETS Sponsorship

Dear Sir, 

Upon reviewing the Government Emergency Telecommunications Service (GETS) information provided and based on our emergency telecommunications requirements, our organization, _______________________________________, having a mission which supports National Security/Emergency Preparedness, has determined that we would like to subscribe to GETS.  It is requested that the National Communications System (NCS) arrange sponsorship of our (State or Local) government organization.  It is the understanding of our organization that the only charge for this service is usage when making calls using a GETS PIN card.  

We understand that upon approval of this request, we will be provided a letter notifying us of the sponsorship and requesting we establish a Billing Account with a Program Designator Code (PDC) for billing and payment of our GETS calls.  If you have any questions, please contact ____________________ at _____________.

Address of contact person:

Fax number: 

E-mail:









(Signed)

This letter may be faxed to the OMNCS, GETS ADMINISTRATOR at (888) 862-4222.

(Sample Federal Organization (Non-NCS) request for GETS Sponsorship)
Date:

TO:
GETS ADMINISTRATOR


Office of the Manager, National Communications System (OMNCS) - N2


701 South Court House Road


Arlington, VA 22204-2198

FROM:

Re:
Request for GETS Sponsorship

Upon reviewing the Government Emergency Telecommunications Service (GETS) information provided and based on our emergency telecommunications requirements, our organization, ___________________________________________________, having a mission which supports National Security/Emergency Preparedness, has determined that we would like to subscribe to GETS.  It is  requested that the Office of the Manager,  National Communications System (OMNCS) arrange  sponsorship of our non-NCS, federal organization.  

All GETS usage charges, up to an annual threshold amount, will be paid by the OMNCS.   If the annual OMNCS threshold is exceeded, it will then be our responsibility to budget, fund, and pay the OMNCS for GETS usage charges for our organization.  Once sponsorship is established, a Memorandum of Agreement (MOA) will be signed by our organization.  

We understand that upon approval of this request, we will be provided a letter notifying us of the sponsorship.  If you have any questions, please contact ____________________ at __________.

Address of contact person:

Fax number of contact person:








(Signed)
This form may be faxed to the OMNCS, GETS ADMINISTRATOR at (888) 862-4222.
(Sample Sponsorship Approval Letter)

Date:
Programs Division (N2)

(Name & Address)
Dear (Name):

This letter is in response to your interest in the Government Emergency Telecommunications Service (GETS).  GETS is a White House directed and federally funded service offered by the Office of the Manager, National Communications System (OMNCS).  It provides emergency access and specialized processing in local and long distance telephone networks which increases the probability of completing emergency calls when normal calling methods fail.  GETS access is via a simple dialing plan and personal identification number (PIN).

Because you have emergency telecommunications requirements, the OMNCS is pleased to sponsor your use of GETS.  To obtain GETS PIN cards and begin using the service, you must establish a Billing Account to pay for the GETS telephone calls by completing the attached Program Designator Code (PDC) request form.
In addition, you must complete one Point of Contact (POC) form with Alternate POC, and as many User Forms as needed.  Submit all required forms by fax to (888) 862-4222.

Your request will be processed and PIN cards and user instructions will be provided to your POC for further distribution.  A Call Detail Record will be provided monthly to your POC for verification and billing of usage.  

Please contact the OMNCS GETS Administration at (703) 607-6118, if you have any questions.

Sincerely,

John W. Graves

GETS Program Director

3  Enclosures:

1  PDC Form






2  GETS POC Form

3  GETS User Form

PROGRAM DESIGNATOR CODE (PDC) REQUEST FORM
SEND REQUEST TO:




Office of the Manager

National Communications System - N2

ATTN: GETS Administrator

701 South Court House Road

Arlington, VA 22204‑2198

OR FAX TO:   (888) 862-4222
INCLUDE:

NAME OF POINT OF CONTACT FOR

BILLING & PAYMENT OF USAGE CHARGES

 ______________________________________________________________________________

ORGANIZATION_______________________________________________________________

ADDRESS_____________________________________________________________________

______________________________________________________________________________

______________________________________________________________________________

 PHONE NUMBER______________________________________________________________

FAX NUMBER  ________________________________________________________________

AUTHORIZED SIGNATURE______________________________________________________

______________________________________________________________________________

The GETS Administrator will coordinate the PDC request with the DITCO billing agent:

Defense Information Technology Contracting Organization (DITCO)

ATTN: Code DTC1

2300 East Drive

Scott AFB, IL 62225-5406

PDC Assigned/Date:_________________________________________________________

MEMORANDUM OF AGREEMENT


GOVERNMENT EMERGENCY TELECOMMUNICATIONS SERVICE (GETS)

USAGE BILLING AGREEMENT
1. National Communications System (NCS) Authority: Executive Order (EO) 12472 establishes the authority for the NCS to ensure that a National Telecommunications Infrastructure is developed to satisfy the National Security and Emergency Preparedness (NS/EP) needs of the President and the federal departments, agencies and other entities, including telecommunications that support the national security leadership and the continuity of government.  The Government Emergency Telecommunications Service (GETS) Organization and Operations (O&O) Plan (March 1993, NCS 2840/1) and NCS Directive 2-2, Plans, Programs, and Fiscal Management, National Level NS/EP Telecommunications Program (NLP) Funding, November 30, 1987, as modified by National Security Directive, provide the authority for the Office of the Manager NCS (OMNCS) to develop a process for paying GETS usage to include establishment of funding agreements as necessary.

2. Parties: The parties to this agreement are the OMNCS, the Defense Information Systems Agency (DISA), the NCS Member Organization, and, as appropriate, the member-sponsored authorized user(s).

3. Purpose: The purpose of this agreement is to establish the terms and conditions for billing GETS usage.

4.  Scope: This agreement covers the responsibilities of the OMNCS, the NCS member, and where required, the NCS-sponsored organization(s) and their sponsored users for GETS usage cost recovery.

5.  Duration: This agreement may be amended whenever the OMNCS, DISA and the NCS member or sponsored organization mutually agree to do so.  This amendment will be a superseding agreement signed by the authorized representatives of the parties.  This agreement may be terminated at any time by a party to this agreement for any reason deemed sufficient by that party, upon 90 day advance notice to the other parties.  This agreement will be reviewed each September.

6.  Background:
   a.  Costs associated with implementation, operation, administration and maintenance of GETS will be paid by the OMNCS through National Level Program (NLP) funding.

   b.  For each GETS call a toll charge will be generated.  These charges will be paid as indicated in paragraph 7 below.

7.  Responsibilities:
   a. OMNCS GETS Billing Responsibilities: The OMNCS responsibilities consist of the following:

(1) Budget and pay the Defense Information Technology Contracting Organization (DITCO) for all usage charges for federal users up to an annual threshold.

(2) Approve requests from users who meet the criteria for GETS service or refer their requests to an appropriate organization for approval.

(3) Obtain certification of GETS usage on a monthly basis from organization or users Points of Contact and, in turn, certify that usage to DITCO.

(4) Obtain reimbursement from NCS Member and other federal billing agents for usage charges above an annual threshold.

  b. NCS Member Organization GETS Payment Responsibilities: The NCS member organization responsibilities consist of the following:

(1) Provide PIN Card user and billing agent information to the OMNCS.

(2) Provide call detail certification to the OMNCS on the Call Detail Record (CDR).

(3) Pay the OMNCS for GETS usage charges for their organization when the OMNCS threshold is exceeded, subject to the availability of funding.

(4) Sponsor, if desired, non-NCS member federal Organizations, and State and Local government and Industry users.

(5) Assist sponsored federal entities, if desired, in negotiating MOAs, as appropriate, regarding payment for their GETS calls when the threshold is exceeded.

  c. Non-NCS Member Organization User(s) Responsibilities: The Non-NCS Member Organization User responsibilities consist of the following:

(1) Provide PIN Card user information to the OMNCS.

(2) Provide call detail certification to the OMNCS on the CDR.

(3) If a federal entity, budget, fund, and pay the OMNCS for GETS phone bills for their organization, unless paid by another organization, when the OMNCS threshold is exceeded.

(4) If a non-federal entity, establish a billing account with DITCO.

(5) If a non-federal entity, budget, fund, and pay DITCO for GETS phone bills for their organization, unless paid by another organization.

8.  Funding: All activities under or pursuant to this agreement are subject to the availability of appropriate funds, and no provision herein shall be interpreted to require obligation or payment of funds in violation of the Anti-Deficiency Act, 31 U.S.C. 1341.  This agreement is not a funding document, and does not represent the obligation or transfer of funds.

9.  Agreement Approved:

________________________


________________________

(OMNCS)





(DATE)

________________________


________________________

(DISA Comptroller)




(DATE)

________________________


________________________

(NCS Member Organization User Director)

(DATE)

________________________


________________________

(NCS Member Organization User Comptroller)
(DATE)

 ________________________


________________________

(Sponsored Fed/Non-Fed Org User Director)
(DATE)

 ________________________


________________________

(Sponsored Fed/Non-Fed Org User Director)  
(DATE)









APPENDIX G

GOVERNMENT EMERGENCY TELECOMMUNICATIONS 


SERVICE (GETS) TELEPHONE NUMBERS
The following GETS telephone numbers are provided as a quick reference for NCS member organizations and their personnel.
GETS User Assistance

To Reach GETS User



To Reach GETS



Assistance From the



User Assistance



PSN Toll Free:




From the PSN:



1+800-818-GETS




1+703-818-GETS



(1+800-818-4387)




(1+703-818-4387)



The above numbers provide direct commercial access to the GETS Service Support Structure for assistance with call completion and trouble reporting.  Additionally, this is the number to report lost or compromised PINs/PIN cards, or to request site surveys for enhanced GETS access.

To Reach GETS User

Assistance Through GETS

Enter as the Destination

Number When Prompted:

1+703-818-GETS

(1+703-818-4387)

This is an alternative method to reach the user assistance desk that can be used upon voice or tone prompt for a destination number after accessing GETS and entering the PIN.
GETS Universal Access Numbers

To Access GETS

To Access GETS

From the PSN:

From FTS2000/2001:

For DTMF Phones


1+710-NCS-GETS

710-NCS-GETS


(1+710-627-4387)

(710-627-4387)

For Rotary Phones


 Dial the carrier access code*:

1010222 for MCI 
1010333 for Sprint

 Dial 1+710-NCS-GETS  (1+710-627-4387)

 Wait for the GETS operator

 Provide operator with GETS PIN 
    and destination number

The numbers used to access GETS should be used only in emergency situations and after normal (or alternate) lines of communication have failed.  Both a PIN and destination number are required to complete GETS calls.
*Note:   Until operator assistance from AT&T is available, please use another long distance carrier.

GETS Program Management Office

GETS Administrator:  (703) 607-6118


GETS Fax: (888) 862-4222

GETS E-mail address: GETS@NCS.GOV
GETS Web Site:  gets.ncs.gov
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APPENDIX I


ACRONYM LIST
AT


Access Tandem

CAC


Carrier Access Code

DISA


Defense Information Systems Agency

DISN


Defense Information System Network

DITCO

Defense Information Technology Contracting Organization

DTMF


Dual Tone Multiple Frequency

DTS


Diplomatic Telecommunications Service

ECC


Enhanced Call Completion

ELS


Essential Line Service

EO


End Office

E-RTNR

Enhanced - Real Time Network Routing

ESP


Essential Service Protection

FNPA


Foreign Numbering Plan Area

FOC


Full Operational Capability

FRS


Functional Requirements Specification

FTS2000/2001
Federal Telecommunications System 2000/2001

FY


Fiscal Year

GETS


Government Emergency Telecommunications Service

HPC 


High Probability of Completion

IAC


International Access Code

IXC


Interexchange Carrier

IES


Industry Executive Subcommittee

IOC


Initial Operational Capability

ISC


International Switching Center

ITU


International Telecommunications Union

LATA


Local Access and Transport Area

LEC


Local Exchange Carrier

LERG


Local Exchange Routing Guide

LLC


Line Load Control

MOA


Memorandum of Agreement

MSC


Mobile Switching Center

NCS


National Communications System 

NLP
National Level National Security/Emergency Preparedness Telecommunications Program

NANP


North American Numbering Plan
NSD


Network Services Division
NS/EP


National Security and Emergency Preparedness

NSTAC

National Security Telecommunications Advisory Committee

OA&M

Operations, Administration, and Maintenance

OMNCS

Office of the Manager, National Communications System

PBX


Private Branch Exchange

PCS


Personal Communications Service

PDC


Program Designator Code

PIN


Personal Identification Number

PMO


Program Management Office

POC


Point-of-Contact

PSN


Public Switched Network

PTT


Post, Telephone, and Telegraph Companies

SRAS


Special Routing Arrangement Service

STU-III

Secure Telephone Unit-III

TSP


Telecommunications Service Priority

US


United States
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LEC end offices or to two IXC switches for outgoing traffic.  Ordinarily, diverse routing, described previously, would be used to route circuits between the low-level switch and the higher level switches.  This feature, depicted in Figure E-2, would improve accessibility to the PSN, and costs would vary based upon the particular situation.
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(2)  Enter SUB ORGANIZATION name (max. 25 characters)
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Voice Announcement and Carrier Identified





Department of State					Federal Emergency Management Agency


Department of Treasury					Joint Staff 


Department of Defense					General Services Administration 


Department of Justice					National Aeronautics and Space Administration


Department of Interior					Nuclear Regulatory Commission


United States  Department of Agriculture			National Telecommunications and Information 


Department of Commerce					   Administration 


Department of Health and Human Services		     	National Security Agency


Department of Transportation				United States Postal Service 


Department of Energy 					Federal Reserve Board 


Department of Veterans Affairs				Federal Communications Commission 


Central Intelligence Agency				





(A) National  Security Leadership 


      This user performs NS/EP functions essential to national survival when


nuclear attacks threatens or occurs.  In addition, this user provides support to


critical orderwire and services necessary to ensure the rapid and efficient 


provisioning or restoration of other NS/EP services.  These user functions


may include the following:


1. Critical orderwire or control service supporting other NS/EP functions


2. Presidential support critical to continuity of Government and national security


    leadership


3. National Command Authority support for military command and control critical


    to national survival


4. Intelligence critical to warning of potentially catastrophic attack


5. Support for the conduct of diplomatic negotiations critical to arresting or


    limiting hostilities
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Check each category that applies to your National Security / Emergency Preparedness mission(s).  Criteria for each category can be found on the accompanying page.
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(3) Public Health, Safety, and Maintenance of Law and Order





Check each category that applies to your NS/EP mission(s).  Criteria for each category can be found on the accompanying page. 





(2) National Security Posture and US Population Attack Warning
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(B) National Security Posture and US Population Attack Warning


      This user type performs additional NS/EP functions essential to maintaining


an optimum defense, diplomatic, or continuity of government posture before, 


during, and after crisis situations.  Such situations are those ranging from national emergencies to international crises, including nuclear attack.  These user functions may include the following:


1. Threat assessment and attack warning


2. Conduct of diplomacy


3. Collection, processing, and dissemination of intelligence


4. Command and control of military forces


5. Military mobilization


6 Continuity of Federal Government before, during, and after crisis situations


7. Continuity of state and local government functions supporting the Federal


    Government during and after national emergencies	


8. Recovery of critical national functions after crisis situations


9. National  space operations	





(C) Public Health, Safety, and Maintenance of Law and Order


       The user type performs NS/EP functions necessary for giving civil alert to


the US population by maintaining law and order and the health and safety of the


US population in times of national, regional, or serious local emergency.  These


user functions may include the following:


1. Population warning (other than attack warning)


2. Law Enforcement


3. Continuity of critical state and local government functions (other than support of the Federal 


    Government during and after national emergencies)


4. Hospitals and distribution of medical supplies


5. Critical logistic functions and public utility services


6. Civil air traffic control


7. Military assistance to civil authorities


8. Defense and protection of critical industrial facilities





(D) Public Welfare and Maintenance of National Economic Posture


       This user type performs NS/EP functions necessary for maintaining the public welfare and national economic posture during any national or regional emergency.  These user functions may include the following:


1. Distribution of food and other essential supplies


2. Maintenance of national monetary, credit, and financial systems


3. Maintenance of price, wage, rent, and salary stabilization, and consumer rationing programs


4. Control of production and distribution of strategic materials and energy supplies


5. Prevention and control of environmental hazards or damage


6. Transportation to accomplish the foregoing NS/EP functions





(E) Disaster Recovery


      This user type performs NS/EP functions of managing a variety of recovery operations after the initial response has been accomplished.  These user functions may include the following:


Managing medical resources such as supplies, personnel, or patients in medical facilities


Other activities such as coordination to establish and stock shelters, to obtain detailed damage      assessments, or to support key disaster field office personnel may be included.  Examples of those eligible include:


Medical recovery operations leadership


Detailed damage assessment leadership


Disaster shelter coordination and management


Critical Disaster Field Office support personnel
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(3) Public Health, Safety, and Maintenance of Law and Order





(2) National Security Posture and US Population Attack Warning





(1) National Security Leadership 





Check each category that applies to your National Security / Emergency Preparedness mission(s).  Criteria for each category can be found on the accompanying page.
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Criteria for the GETS NS/EP Mission Categories





(5) Disaster Recovery


      This user type performs NS/EP functions of managing a variety of recovery operations after the initial response has been accomplished.  These user functions may include the following:


Managing medical resources such as supplies, personnel, or patients in medical facilities


Other activities such as coordination to establish and stock shelters, to obtain detailed damage assessments, or to support key disaster field office personnel may be included.  Examples of those eligible include:


Medical recovery operations leadership


Detailed damage assessment leadership


Disaster shelter coordination and management


Critical Disaster Field Office support personnel


      





(4) Public Welfare and Maintenance of National Economic Posture


       This user type performs NS/EP functions necessary for maintaining the public welfare and national economic posture during any national or regional emergency.  These user functions may include the following:


1. Distribution of food and other essential supplies


2. Maintenance of national monetary, credit, and financial systems


3. Maintenance of price, wage, rent, and salary stabilization, and consumer rationing programs


4. Control of production and distribution of strategic materials and energy supplies


5. Prevention and control of environmental hazards or damage


6. Transportation to accomplish the foregoing NS/EP functions





(3) Public Health, Safety, and Maintenance of Law and Order


       The user type performs NS/EP functions necessary for giving civil alert to


the US population by maintaining law and order and the health and safety of the


US population in times of national, regional, or serious local emergency.  These


user functions may include the following:


1. Population warning (other than attack warning)


2. Law enforcement


3. Continuity of critical state and local government functions (other than support of the Federal 


    Government during and after national emergencies)


4. Hospitals and distribution of medical supplies


5. Critical logistic functions and public utility services


6. Civil air traffic control


7. Military assistance to civil authorities


8. Defense and protection of critical industrial facilities


9.  Critical weather services





10. Transportation to accomplish foregoing NS/EP functions








(2) National Security Posture and US Population Attack Warning


      This user type performs additional NS/EP functions essential to maintaining


an optimum defense, diplomatic, or continuity of government posture before, 


during, and after crisis situations.  Such situations are those ranging from national emergencies to international crises, including nuclear attack.  These user functions may include the following:


1. Threat assessment and attack warning


2. Conduct of diplomacy


3. Collection, processing, and dissemination of intelligence


4. Command and control of military forces


5. Military mobilization


6. Continuity of Federal Government before, during, and after crisis situations


7. Continuity of state and local government functions supporting the Federal


    Government during and after national emergencies	


8. Recovery of critical national functions after crisis situations


9. National space operations	





(1) National  Security Leadership 


      This user performs NS/EP functions essential to national survival when


nuclear attacks threatens or occurs.  In addition, this user provides support to


critical orderwire and control services necessary to ensure the rapid and efficient provisioning or restoration of other NS/EP services.  These user functions may include the following:


1. Critical orderwire or control service supporting other NS/EP functions


2. Presidential support critical to continuity of Government and national security


    leadership


3. National Command Authority support for military command and control critical


    to national survival


4. Intelligence critical to warning of potentially catastrophic attack


5. Support for the conduct of diplomatic negotiations critical to arresting or


    limiting hostilities
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